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Abstract — Network Intrusion Detection System (NIDS) plays
an important role in providing network security. Efficient NIDS
can be developed by defining a proper rule set for classifying
network audit data into normal or attack patterns. Generally,
each dataset is characterized by a large set of features, but not all
features will be relevant or fully contribute identifying an attack.
Since different attacks need different subsets to have better
detection accuracy, this paper describes an improved feature
selection algorithm to identify most appropriate subset of
features for a certain attack. The proposed method is based on
MAHALANOBIS Distance feature ranking and an improved
exhaustive search to choose a better combination of features. We
evaluate the approach on the KDD CUP 1999 datasets using
SVM classifier and KNN classifier. The results show that
classification is done with high classification rate and low
misclassification rate with the reduced feature subsets.
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I. INTRODUCTION

With the increased growth of networked systems and
applications, the demand for network security is high. Besides
firewalls, anti-virus software, VPNs, Intrusion Detection
Systems as a second strobe of security find a wide application
network security fields to detect attacks. Network Intrusion
Detection Systems (NIDSs) are the war-horses of network
security. Two different approaches are by far dominant in the
research literature and commercial IDS security devices:
signatures-based and anomaly detection [1, 2].

Signatures-based detection systems are highly effective to
detect those attacks which are programmed to alert on.
However, they cannot defend the network against new attacks.
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Indeed, signatures-based systems have two challenges: the
diagnosis of a new attack and the construction of the new
signature. On the other hand, anomaly detection uses instances
of normal-operation traffic to build normal-operation pro-files,
detecting anomalies as activities that deviate from this baseline.
Such methods can detect new kinds of net-work attacks.
Nevertheless, they often induce high false-alarm rates [2, 3].
To tackle these problems, there have been many proposed
approaches, such as machine learning based approaches, data
mining based approaches, and statistical data based approaches,
to generate attack signatures automatically and improve
classification performance. Feature selection is one of most
critical processes.

Feature selection is a process that selects a subset of
features from input data, such as network traffic, to reduce
overheads of data processing and to improve the accuracy of
attack detection; moreover, dimensionality reduction also
decreases the computational load of models. These reasons lead
to the development of a huge number of feature selection
algorithms in the past few years. The large majority of them
assume the datasets are either continuous or symbolic.
However, in many contexts in IDS, data come in a mixed way
[4, 5]. In this paper, we proposed an improved algorithm based
on MAHALANOBIS Distance, which can resolve the mixed
problem.

This algorithm first use feature ranking based on
MAHALANOBIS Distance as the principle selection
mechanism. Feature ranking is a filter approach and possesses
several advantages over other feature selection methods: 1) it is
computationally and statistically scalable to large datasets; 2) it
is simple to use; 3) it shows good success for a variety of real-
world applications [6]. Then it uses an improved exhaustive
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search to choose optimal ranked features. The selection
criterion is built as a quadratic expression with a minimum
value based on the optimal classification rate and
misclassification rate pair, which can realize a global optimal
search.

The rest of paper is organized as follow. Section II
describes the proposed algorithm. In Section III, experimental
evaluation of the algorithm using SVM classifier and KNN
classifier is provided. Conclusions are given in Section [V.

II. IMPROVED FEATURE SELECTION ALGORITHM BASED ON
MAHALANOBIS DISTANCE FOR NETWORK INTRUSION
DETECTION

This section is devoted to the description of the proposed
feature selection algorithm. The two essential elements of the
algorithm, namely, the feature ranking algorithm and the
improved exhaustive search algorithm (including the global
optimal selection criterion) are given in the following 2
subsections.

A. Feature Ranking Algorithm

Generally speaking, feature ranking can be performed in
two different ways, namely, ranking by evaluating individual
features (single-feature ranking criteria) and ranking by
evaluating subsets of features (subset-based ranking criteria).
Also, feature selection is grouped according to the attribute
evaluation measure: depending on the type (filter or wrapper
techniques). The filter model relies on general characteristics of
the data to evaluate and select feature subsets without involving
any mining algorithm. The wrapper model requires one
predetermined mining algorithm and uses its performance as
the evaluation criterion. The wrapper model often is more
computationally expensive and more complex than filter model
[6, 7]. In this paper, we perform feature ranking based on
MAHALANOBIS Distance using single-feature ranking
criteria and the filter model.

TABLE I. SINGLE-BASED FEATURE RANKING ALGORITHM

Input: - ; = [k, kysenn k)] - the original feature set
Output: - Ranking criterion function, ¢ and ranked features
1) Initialize: ]7 [1
2) For each feature k € k

a) obtain the scalar MAHALANOBIS distance am,, (the value

between the mean of a particular group A and the whole set of group
B) and am,, (the value between the mean of a particular group B

and the whole set of group A)
b) calculate merit score i using the ranked criterion:

Jyp=dM,, +dM,,

¢) store f, into £
3) End of for loop
4) Rank feature k basedon f = Lfis Fonn £

To use the single-feature ranking criterion for ranking
individual features, one can select one feature at a time and
calculate the merit score using the ranking criterion for the
single feature. As a result, one would expect that for a good
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feature, such calculated merit index would be higher than that
for a bad feature. The single-based feature ranking algorithm is
shown in TABLE 1 [8].

This algorithm is realized on either labeled data which is
classified into different classes or unlabeled data which is
classified by a classifier. The advantage of MAHALANOBIS
distance criterion is to eliminate the correlation between
variables and units, which is important for single-based feature
ranking [6, 9, and 14].

B. Improved Exhaustive Search Algorithm

Algorithms begin with the phase where attributes are
individually evaluated and provide a ranking according to a
filter criterion. In the next step, a feature subset evaluator is
applied to a fixed number of attributes from the previous
ranking following a search strategy [7]. In this paper, we
proposed an improved exhaustive search algorithm.

The time complexity of different search strategies, namely
exhaustive, heuristic and random search, is exponential in term
of data dimensionality for exhaustive search and quadratic for
heuristic search. Experiments show that in order to find best
feature subset, the number of iterations required is usually at
least quadratic to the number of features [7]. In order to obtain
optimal feature subsets and reduce the number of iterations,
this paper proposes an improved exhaustive search algorithm,
which is shown in TABLE II.

TABLE II. ANIMPROVED EXHAUSTIVE SEARCH ALGORITHM

Input: - = [k,,ky,..., k,] - the ranked feature set
Output: - Evaluation criterion function, fle,m) and optimal feature
subsets R.

1) Initialize: R =[15CR =[]} MR =[]

2) Choose a reduced feature subsets which are greater than a
threshold value: f =[k,,k,,....k, ] m<=n.

3) Do a discriminate analysis with F using MAHALANOBIS
distance in stepwise statistics. To obtain the output by the labeled data

(group A and group B): C = classification rate and M = misclassification
rate.

4) For each feature k, € F* and f = max(F)
a) Select

R={RUF)}F={F-F}-

b) Do a discriminate analysis with R using MAHALANOBIS
distance in stepwise statistics. To obtain the output by the labeled
data (group A and group B):
¢, = current classification rate

highest ranked feature F and  obtain:

m, = current misclassification rate -
¢) Store o and m, into CR and MR separately.

5) End of for loop
6) To obtain the optimal feature subsets R based on evaluation
criterion function min( f(c,m)):

f(c,m)=sqrt((1-¢)-100-m-100)

In [13], a simple greedy algorithm is used to select the
feature subset, which can reduce the iterations to some extent;
but the feature subset is not the optimal. We built the
evaluation criterion function f(c,m) = sqrt((1-c)-100-m-100) ,

which is a quadratic function with the minimum value and we
can get the optimal feature subset based on the evaluation



criterion function. The value range of the evaluation criterion
function is between 0 and 100.

The final output of this method provides important features
for identifying every attack.

III. EXPERIMENTAL EVALUATION

To evaluate our proposed feature selection method, we
carried out the algorithm by MATLAB software tool based on
KDD CUP 1999 datasets and calculated the classification rate
and misclassification rate. In the experiments, we used
Polynomial Kernel function of the Support Vector Machine
(SVM) [4].

Although there are some criticisms [9] towards KDD CUP
1999 Data sets, we used the data in our experiments based on
two reasons. First, the data have been widely used for
evaluating various intrusion detection methods. Second, the
data provides numerous types of anomalies [10].

The raw data contain traffic in a simulated military network
that consists of hundreds of hosts. We use a subset in the
experiments. In the data sets, each network connection is
labeled as either normal, or as an exactly one specific kind of
attack. The network connection data contain 41 features. These
features were divided into three groups: basic features of
individual TCP connections, traffic features and content
features within a connection suggested by the domain
knowledge. Among these 41 features, 34 are continuous; 4 are
discrete values and 3 are text features [9, 10].

In the International Knowledge Discovery and Data Mining
Tools Competition, only “10% KDD” dataset is employed for
the purpose of training [13]. It is a concise from of “Whole
KDD”. This dataset has only 22 attack types and they are
mostly of denial of service category. Whereas “Corrected
KDD” dataset provides a data with different statistical
distributions of attacks compared to “10% KDD” or “Whole
KDD”. It contains 37 types of attacks. We selected “10%
KDD” as the training data set and “Corrected KDD” as the test
data set. Finally, we use SVM classifier to validate the
algorithm. Since SVM classification uses only numerical data
for testing and training, so text features are needed to be
converted into numerical values [12]. To simplify the
calculation, only 38 numeric features were used in the
experiments.

Our experiments have two phases namely selecting optimal
feature subsets for every attack and then classifying the testing
data. In the first phase, important attributes from training data
of “Corrected KDD” are ranked by single-based feature
ranking values and then an improved exhaustive search
algorithm is used based on the evaluation criterion function to
select the optimal feature subset. In the second phase, the
training data of “10% KDD” to train SVM classifier and the
testing data of “Corrected KDD” using SVM classifier to
classify the data with 38 features and selected optimal feature
subset separately and find the classification rate and
misclassification rate. We run our experiments on a system
with 1.88 GHz RAM, Intel(R) Core (TM) i3-2310M CPU @
2.10 GHz and 2.09 GHz running Windows XP. All the
processing is done using MATLAB R2010a. TABLE III gives
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brief descriptions of the six datasets for feature selection and
TABLE IV gives the optimal feature subsets for each attack
after feature selection algorithm.

TABLE III. THE SiX DATASETS FOR FEATURE SELECTION

Type # of data
BACK 1098
DOS NEPTUNE 2000
PROBE IPSWEEP 306
R2L GUESS PASSWD | 2000
U2R HTTPTUNEL 158
NORMAL | - 2000

TABLE IV. OPTIMALFEATURE SUBSET FOR EACH ATTACK AFTER
FEATURE SELECTION ALGORITHM

Attack Names Selected features
BACK 5,63233,124
6,5,33,32,23,1,24,12.34,40,41 28,
NEPTUNE 27.293136,10.35.30.26
IPSWEEP 6,5,32,33,1,23,24,12,36,37

6,5,32,33,24,1,23,11,12,31,34.36,
32,10,40,27,28,41,37,29,35,30,19
,39,26,17,14,38
6,5,33,32,1,24,23,12,34,28,27.41,
31,30,13

GUESS_PASSWD

HTTPTUNEL
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Fig. 1 The classification rate, misclassification rate and evaluation
criterion function curves of the BACK attack

Fig. 1 and Fig. 2 describe the feature distributions of the
two typical examples of attacks. Classification rate and
misclassification rate are defined as the following:

CR (Classification Rate) = (the number of the sample data classified correctedly)

(the total number of the sample data)



(the number of the sample data classified uncorrectedly)
(the total number of the sample data)

MR (Misclassification Rate) =

In Fig. 1, we choose NORMAL data set and BACK data set
to select optimal feature subset using our proposed algorithm
based on MAHALANORBIS distance discriminate criterion. In
Fig. 2, we choose NORMAL data set and NEPTUNE data set
to select optimal feature subset using our proposed algorithm
based on MAHALANOBIS distance discriminate criterion.

Seen form them, the evaluation criterion function gives the
optimal solution with maximum classification rate and
minimum misclassification rate.
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Fig. 2 The classification rate, misclassification rate and evaluation criterion
function curves of the IPSWEEP attack

We select two datasets of DOS (BACK and NEPTUNE)
attack using SVM classifier and KNN classifier to prove the
effectiveness of our algorithm.

Fig. 3 shows the attack classification rate for Polynomial
Kernel of SVM classifier. TABLE V displays the classification
rate and running time for KNN classifier. In the experiments,
we used two DOS attacks in KDD datasets: the BACK attack
and the NEPTUNE attack. As you can see, the features selected
with our algorithm show higher classification rate and lower
misclassification rate than that of all 38 features in Fig. 3.
Although the classification rates basically stay the same
between that of the optimal feature subsets and all 38 features,
the running time reduces greatly. In the experiments with
polynomial kernel of SVM classifier and KNN classifier, we
used various training data, but it shows that approximately
same classification rate with the optimal feature subsets. Even
though the size of the training data is small, the proposed
algorithm shows approximately same classification rate with a
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trained machine with large training data, which indicates that it
can reduces the storage and computational resources to some
extent using small training data with our selected feature
subsets.

the classification rate of Polynomial Kernel(BACK attack)  the classification rate of Polynomial Kernel(NEPTUNE attack)
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Fig. 3 The classification rate and misclassification rate of SVM (Polynomial
Kernel)

TABLE V. THE CLASSIFICATION RATE AND RUNNING TIME OF KNN

CLASSIFIER
BACK NEPTUNE
Classification Running Classification Running

Num rate (%) Time(S) rate (%) Time(S)
38 opt 38 opt 38 opt 38 opt
100 99.7 99.8 | 3.07 | 275 | 799 | 799 | 037 | 0.23
500 99.7 99.8 | 3.60 | 298 | 799 | 799 | 0.77 | 0.58
1000 99.7 99.8 | 559 | 336 | 799 | 799 | 250 | 0.82
1500 99.7 998 | 6.68 | 376 | 799 | 799 | 322 | 225
3000 99.7 99.8 | 12.0 | 500 | 799 | 799 | 7.72 | 3.49

TABLE V shows that the classification rate of NEPTUNE
attack is lower than that of BACK attack. Because the KNN
classifier use the Euclidean distance criterion to classify the
data and the data attribute types and unit dimensions affect the
classification results greatly, which reduced the classification
rate to some extent. Also the selected feature subset of
NEPTUNE attack includes more symbol attributes than that of
BACK attack. We could improve the classification rate of
KNN classifier by Attribute Normalization [10].

IV. CONCLUSIONS

In this paper, we proposed an improved feature selection
algorithm for network intrusion detection that performs data
reduction by selecting important subset of attributes. The
performance of our proposed approach on the KDD datasets
achieved Stability and robustness for DOS attack class. It also
reduced the cost of resources and the misclassification rate.
The experimental results to manifest that significant attribute
selection can improve the performance of network intrusion



detection. The attacks of KDD dataset detected with more than
99% classification rate using our proposed approach.

Our proposed approach focuses on two-class classification
problem based on labeled data. The future work refers to multi-
class classification problem, large amount of unlabeled data for
training and incremental learning problems.
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